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ABSTRACT: In an era dominated by mobile and digital transformation, the demand for smart, paperless college
management systems is higher than ever. EduNest is a Flutter-based mobile application integrated with Firebase that
offers a robust and scalable platform for streamlining academic and administrative operations in colleges. The
application supports email-password-based authentication, Role-Based Access Control (RBAC), and features various
modules including attendance tracking, assignment management, live bus tracking, leave applications, internal exam
result uploads, E-library access, Lost & found, and tech event notifications. EduNest is designed with a clean,
professional Ul and cross-platform functionality. Through Firebase’s real-time database and cloud storage, the app
ensures secure and instant access to information, thereby enhancing communication, reducing manual workload, and
transforming how institutions manage day-to-day tasks.

KEYWORDS: Flutter, Firebase, Email Authentication, College App, Exam Results, Attendance, Live Bus Tracking,
Chatbot, RBAC, Digital Learning, Al in Education.

LINTRODUCTION

In today's fast-paced digital world, educational institutions are under pressure to modernize their systems and meet the
expectations of students who have grown up with mobile apps and online services. Most colleges still rely on
traditional, time-consuming methods for managing administrative and academic tasks, which creates inefficiencies
and dissatisfaction among students and staff alike. To address this gap, EduNest has been conceptualized as a fully
digital, mobile-first college management system that provides a unified platform for managing various academic and
administrative processes.

From student registration to result viewing, EduNest enables all stakeholders — students, faculty, and admins — to
interact seamlessly in real time .Flutter is chosen for its cross-platform development capability, allowing a single
codebase for Android and iOS. Firebase is used as the backend service to handle user authentication, database
operations, and push notifications. This powerful combination ensures smooth performance, scalability, and future
extensibility. The motivation behind EduNest is to eliminate delays, paperwork, and fragmented communication by
bringing all college activities under one smart interface — accessible anytime, anywhere.

IL.SYSTEM MODEL AND ASSUMPTIONS

Based on the EduNest abstract, the system model follows a client-server architecture wherein the client is a cross-
platform mobile application developed using Flutter, while the backend is managed through Firebase services. The
mobile app acts as the user interface for students, teachers, and administrators, allowing access to various modules such
as attendance tracking, assignment uploads, leave applications, live bus tracking, internal exam results, E-library
access, and more. Firebase provides core backend functionalities, including authentication using email-password and
OTP-based login, secure data handling via Firestore (a NoSQL database), file storage for resources, and real-time
messaging through Firebase Cloud Messaging (FCM).

The application also integrates role-based access control (RBAC) to ensure that users interact only with features
appropriate to their role. It assumes that users will access the system using internet-connected smartphones (Android
6.0+ or i0S 12+) with at least 2GB RAM. Reliable internet connectivity is a core assumption, as the system depends on
real-time data synchronization and cloud interactions. All user data is presumed to be stored securely in Firebase with
encryption and access control measures in place. Additionally, the system relies on external APIs such as Google Maps
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for bus tracking and Al services for chatbot functionality. Administrators are expected to moderate user-generated
content like tech news and lost-and-found reports. The system also presumes the availability and continuity of Firebase
and third-party services used in its architecture to ensure consistent functionality.

HLEFFICIENT COMMUNICATION

EduNest is designed to foster efficient and real-time communication among students, teachers, and administrators,
addressing one of the major challenges in traditional college management systems. The application integrates a built-in
real-time Chat System that allows users to exchange messages instantly. This feature enables students to clarify
academic doubts, teachers to make announcements, and administrators to convey important notices—without the delays
associated with conventional methods like emails or printed notices. To support timely updates and system-wide alerts,
EduNest leverages Firebase Cloud Messaging (FCM) to deliver push notifications directly to users' devices. These
notifications include exam schedules, event announcements, assignment deadlines, and approval status for leave
applications. This ensures users stay informed at all times, reducing the chances of missed communications. The
platform also incorporates an Al-powered Chatbot, which provides automated responses to frequently asked questions.
This not only helps students find quick answers related to academic queries, exam dates, or attendance policies but also
reduces the workload on administrative staff by automating routine inquiries. Each module in EduNest is
interconnected to provide seamless data flow and synchronized communication. For instance, once an assignment is
uploaded by a teacher, students receive an immediate notification. Similarly, when a student applies for leave, the
relevant faculty member or admin is notified instantly for review and response.

EduNest ensures that all communication is role-specific and secure, meaning only authorized users receive relevant
information based on their permissions. This prevents information overload and ensures targeted dissemination.
Furthermore, the system supports cross-platform functionality, enabling users to communicate effectively whether they
are using Android, i0S, or web platforms. The intuitive UI/UX design also ensures that navigation between chat
modules, notifications, and academic updates is seamless and accessible to users with varying levels of technical
proficiency. By centralizing all communication within a single, smart application, EduNest eliminates the need for
third-party messaging apps and fragmented channels, thus ensuring a more organized, structured, and reliable
communication experience for all stakeholders in the educational ecosystem.

IV.SECURITY

EduNest places strong emphasis on system and data security to ensure that all user interactions and institutional data
remain protected. The application utilizes Firebase Authentication, which provides secure login mechanisms using
email-password combinations and OTP (One-Time Password) verification. This ensures that only legitimate users can
access the system, reducing the risk of unauthorized entry. To further enhance access control, EduNest implements a
Role-Based Access Control (RBAC) system. This mechanism ensures that each user—whether a student, teacher, or
administrator—is granted access only to the features and data relevant to their role. For instance, students cannot access
administrative dashboards, and only faculty members can upload or grade assignments. This not only strengthens data
protection but also ensures operational integrity. All communications between the mobile application and the Firebase
backend are secured using HTTPS encryption, which prevents data interception or tampering during transmission. This
is critical when handling sensitive information such as login credentials, academic records, or personal student details.

EduNest uses Firebase Firestore as its cloud-hosted NoSQL database and Firebase Storage for managing media and file
uploads such as PDFs, assignments, and notes. Both services are governed by Firebase security rules, which define who
can read, write, or update data at granular levels. These rules are dynamically evaluated during runtime, ensuring that
access remains secure even as roles or app data change.

Additionally, the application manages user sessions securely, with Firebase issuing time-bound authentication tokens
that automatically expire after a set duration or when suspicious activity is detected. This reduces the risk of session
hijacking or token reuse. The use of Firebase Cloud Messaging (FCM) for push notifications also adheres to
authentication requirements, ensuring that messages are sent only to verified devices. Admins are granted the ability to
moderate sensitive content, such as Lost & Found posts or Tech News updates, to prevent misuse or posting of harmful
content. EduNest also assumes that all backend services provided by Firebase are maintained under Google's
enterprise-grade cloud infrastructure, which includes built-in protections such as DDoS mitigation, firewalls, threat
detection, and automatic scaling.
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Overall, EduNest’s security strategy involves a layered approach combining user verification, encrypted
communication, strict access control, real-time permission enforcement, and secure data storage, thereby creating a
robust and trustworthy environment for managing academic and administrative operations within educational

institutions.

V. RESULT AND DISCUSSION
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Fig 1: Registration Page

In this figl shows the "Create Account" registration page of the EduNest web application. Users can enter details like
name, department, registration number, year, role, email, and password. A dropdown is used to select the role (e.g.,
Student). The form includes a "Register" button to submit details. There's also a link to navigate to the login page.
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Fig 2: Login Page
In this fig2 shows the "Login" page of the EduNest web application. Users select their role (e.g., Student) and enter

their email and password to log in. A "Forgot Password?" link is available for password recovery. The "Login" button
submits the credentials. A link below allows new users to register.
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Fig 3: Admin Dashboard

In this fig3 shows the admin dashboard of the EduNest web application. It displays various modules such as Leave
Requests, Bus Management, Track Buses, E-Library, and more. Each module is represented by a clickable card. The
admin's name and ID are shown at the top left. A logout button is available at the top right corner.
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Fig 4: User Dashboard

In this fig4 shows the user dashboard of the EduNest web application. It includes modules like Events, Resources,
Leave Application, Results, E-Library, Tech News, Chat, and Lost & Found. The user’s role and registration number
are displayed on the top left. A logout button is provided at the top right. Each module is accessible via clickable cards.
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Fig 5: Firebase Authentication Page
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This figure shows the Firebase Authentication dashboard for the "edunest-app" project. It lists registered users along
with their email identifiers, sign-in providers, creation dates, and user UIDs. The interface includes options to add new
users and manage authentication settings.

VI.CONCLUSION

EduNest presents an effective and future-ready mobile solution for digitizing academic workflows in educational
institutions. By integrating multiple critical functions—such as attendance, results, assignments, leave, library, and
chatbot—EduNest creates a holistic ecosystem for students and staff. Its cross-platform compatibility and cloud-based
backend allow seamless access across devices. Firebase ensures secure authentication, real-time data handling, and
scalability. The chatbot and live bus tracking add convenience and modern utility. EduNest thus reduces paperwork,
improves communication, increases efficiency, and aligns with the digital transformation goals of modern education. It
has proven to be a valuable tool for institutions aiming to improve their digital infrastructure.
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