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ABSTRACT: The well-known compressed sensing reconstruction (CSR) uses the sparse characteristics of the signal to
obtain discrete samples with the compression (i.e. measurement) algorithm, and then perfectly reconstructs the signal
through the reconstruction algorithm. Benefiting from the storage savings, the CSR has been widely used in the field of
large-scale image processing. However, the reconstruction process is computationally overloaded for resource-
constrained clients. Therefore, designing a cloud-aided CSR algorithm becomes a hot topic. In this paper, we
investigate the existing secure CSR algorithms within a cloud environment and propose a new privacy-enhanced and
verifiable CSR outsourcing algorithm for online medical image processing services. Compared with previous work, our
new design can efficiently achieve more extensive security. Precisely, our algorithm realizes the privacy preservation of
the original image, as well as the input/output information of the reconstruction process under the chosen-plain text
attack, our design is based on a malicious cloud server model and can verify the correctness of the cloud returned result
with a probability of approximating 1, and our algorithm is highly efficient and can make the local client achieve
decent computational savings. The main technique of our design is a combination of linear transformation, permutation
and restricted random padding which is concise and high-efficiency. We analyze the above claims with rigorous
theoretical arguments and comprehensive experimental analysis.

I. INTRODUCTION

In recent years, the COVID-19p and emichas greatly boosted the development of online diagnosis and treatment, in
which paradigm, potential patients with the new coronary disease can first take CT images of their lungs with the
medical data acquisition device, and then send the images to the doctor. After that, the doctor can judge the disease and
present the corresponding treatment planning based on the received images. In this case, the resolution of the image
will greatly affect the doctor’s judgment. Low-resolution images could make the doctor present wrong judgments,
while high-resolution images will make the doctor’s judgment more accurate. However, images with high qualities are
usually too large to store. Generally, we can employ the compressed sensing reconstruction (CSR) algorithm to solve
this problem. The CSR is an efficient signal sampling technique proposed by Donoho et al. For any compressible
image, it can accurately reconstruct the original image from a set of far fewer samples than those required by the
Shannon—Nyquist sampling theorem. Therefore, the acquisition device can sample the medical image with CSR
algorithm and send the compressed image (i.e. sample) to the doctor. The size of a sample is always smaller than that of
the original image, this method can evidently reduce the storage overhead. Yet therestill exist many practical concerns
for CSR -based image processing. On one hand, in the current big data era, the scale of the tackled medical images is
usually very large, the storage savings with CSR may not be enough for local resource-constrained medical institutes.
On the other hand, the reconstruction processing of CSR is time-consuming, it may be overloaded for most data
acquisition devices. Fortunately, the promising cloud computing paradigm exactly solve these two problems. That is,
the resource-constrained data acquisition device can upload the compressed images to a resource-abundant cloud server
and, meanwhile, the cloud server can assist the doctor in realizing the images reconstruction. Although cloud
computing can provide a flexible storage and processing infrastructure, many security issuesarise. First, the image data
is usually private, the leakage of these data may cause significant property losses to the outsourcer (e.g. individuals or
enterprises). Second, the cloud server is remote and thus out of control. It may grab valuable information from the
received information and the intermediate calculated result, or even deliberately send a forged result to fool the
outsourcer. Finally, due to some unforeseeable reasons, hardware damage or software errors may
encounterwhencomputingortransmittingthedata. Therefore,itisofgreat significancetodesign a secure cloud-assisted CSR
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algorithm, which, besides achieving considerable computational savings on the local side, should assure the privacy of
the outsourcer’s sensitive information and the verifiability of the server returned result. Along this direction, many
different methods have been developed to securely out source the CSR task to a remote cloud server. However, there
still exist many security and efficiency issues, which will be discussed in the following separate subsection, needing to
be further investigate.

II. LITERATURE SURVEY

X. Chai (2021)An efficient visually meaningful double color image encryption algorithm is proposed by combining 2D
compressive sensing (CS) with an embedding technique. First, two color images are measured by measurement
matrices in two directions to achieve simultaneous compression and encryption, in which low-dimensional matrices
generated from Logistic-Sine system (LSS) are extended with Kronecker product (KP), and the resulting high-
dimensional matrices optimized by singular value decomposition (SVD) are employed as measurement matrices.
Second, the compressed cipher images are confused by index sequences produced by a6D hyperchaotic system. Finally,
a visually meaningful cipher image is obtainedby embedding permutated cipher images into a color carrier image. The
final cipher image and plain image are of the same size, which greatly reduces the storage space and transmission
bandwidth.

J.Liu et. al(2020) Recognition and classification tasks in images or videos are ubiquitous, but they can lead to privacy
issues. People increasingly hope that camera systems can record and recognize important events and objects, such as
real-time recording of traffic conditions and accident scenes, elderly fall detection, and in-home monitoring. However,
people also want to ensure these activities donot violate the privacy of users or others. The sparse representation
classification recognition algorithms based on compressed sensing (CS) are robust at recognizing human faces from
frontal views with varying expressions and illuminations, as well as occlusions and disguises. This is a potential way to
perform recognition tasks while preserving visual privacy. In this paper, an improved Gaussian random measurement
matrix is adopted in the proposed multilayer CS (MCS) model to realize multiple image CS and achieve a balance
between visual privacy-preservingandrecognitiontasks. Thevisualprivacy-preservinglevel evaluationforMCS images has
important guiding significance for image processing and recognition. Therefore, we propose an image visual privacy-
preserving level evaluation method for the MCS model (MCS- VPLE) based on contrast and salient structural features.
The basic concept is to use the contrast measurement model based on the statistical mean of the asymmetric alpha-
trimmed filter and the salient generalized center-symmetric local binary pattern operator to extract contrast and salient
structural features, respectively. Thefeatures are fed into a support vector regression to obtain the image quality score,
and the fuzzy c-means algorithm is used for clustering to obtain the final evaluated image visual privacy-preserving
score. Experiments on three constructed databases show that the proposed method has better prediction effectiveness
and performance than conventional methods.

III. METHODOLOGIES

Modules Name

User Interface Design
Cloud Server (CS)

Client

Doctor

Distribution and Collection
Receiver

Modules Explanation:

1. User Interface Design: Users can log in with credentials or register their details if new. The system manages user
accounts for accessing queries and maintaining upload activities.

2. Cloud Server:The cloud server accepts client requests, manages user data, and facilitates secure communication
between clients and doctors for medical image sharing and analysis.

3. Client: Clients encrypt medical images using secure algorithms, distribute encrypted data for analysis, and store it
safely in the database.

4. Doctor:Doctors embed data into encrypted images, manage their distribution and processing, and use cloud
resources for efficient storage and analysis.
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5. Distribution and Collection:Encrypted images are distributed to doctors for analysis and collected back securely,
with no data expansion or loss of privacy.

6. Receiver(Data extraction and Image recovery):The receiver reconstructs the original image and extracts
embedded data using encrypted images while ensuring security against tampering or malicious actions.

Existing System Disadvantages:

e  Verifiability method is low efficiency.

e  Many security and efficiency issues.

e  The quality of the reconstructed image with a sample as small as possible.

Proposed System

e In this paper, we focus on the setting that the medical institute aims to rent are source- powerful cloud server to
securely store and reconstruct the large-scale medical images with CSR technique, and design a new efficient and
secure cloud-aided diagnosis algorithm.

e  Qur design is privacy-enhanced and Our algorithm is designed under a malicious cloud server.

e  Our privacy preservation approach is on basis of linear transformation, permutation and restricted random padding
techniques, which can be efficiently implemented.

Proposed System Advantages:

e In this paper, we focus on the setting that the medical institute aims to rent a resource powerful cloud server to
securely store and reconstruct the large-scale medical images with CSR technique, and design a new efficient and
secure cloud-aided diagnosis algorithm.

e  QOur design is privacy-enhanced and Our algorithm is designed under a malicious cloud server.

e  Qur privacy preservation approach is on basis of linear transformation, permutation and restricted random padding
techniques, which can be efficiently implemented.

System Architecture

Medical Image Acquisition Client

<

Sample y

y-"f\.\ J |
Compressed Sensing *\
. Reconstruction ~

The system architecture ensures secure and efficient medical image processing using the cloud. First, medical images
are compressed to reduce size and encrypted to protect privacy before being sent to the cloud. The cloud handles
reconstruction while keeping the data secure. When doctors access the data, they decrypt and verify it to ensure
authenticity, then recover the original image for diagnosis. This process ensures privacy, reduces storage and
transmission costs, and maintains the integrity of medical images.

Implementation

User Interface Design

Input: Enter Login name and Password

Output: If valid user name and password then directly open the home page otherwise show error message and redirect
to the registration page.
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Cloud Server

Input : Enter all details Login then verify client data and send to CS

Output : CS verify all client requests and accept client data then data send to client.

Client

Input : Enter the name and password and send data to receiver client.

Output : If valid client name and password then directly open the client home page.All the resources added by client
options. Distributes the encrypted image the doctor for data hiding.

Doctor

Input : Doctor Hider Login name and Password

Output : The encrypted image to obtain the corresponding marked encrypted image.

Distribution and Collection

Input : Distribute the encrypted images to multiple different clients for data hiding.

Output : Although the model generates multiple encrypted images.

Receiver (Data extraction and Image recovery)

Input : Receiver side verify images.

Output : Data extraction is separated from the image restoration, that is, the embedded data is extracted in the
encrypted domain.

Experimental Results

Image Processing AccepTUSER view user ACCEPT SECRET MAGE

Accept New User
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IV. CONCLUSION

In this paper, we design a secure outsourcing algorithm for CSR of medical images. This algorithm enables the medical
institute and the doctor to securely store and reconstruct the medical images with the help of a cloud server. In addition
to keeping the privacy of the original image and the input/output information of the reconstruction process, our design
also can enable the doctor to detect the correctness of the result sent from the cloud with a probability of approximating

V. FUTURE ENHANCEMENT

Fortunately, the promising cloud computing paradigm exactly solve these two problems. That is, the resource-
constrained data acquisition device can upload the compressed images to a resource-abundant cloud server and,
meanwhile, the cloud server can assist the doctor in realizing the images reconstruction.
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