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ABSTRACT: This study investigates the impact of cyberattacks on the dynamics of mixed Connected Automated 
Vehicle (CAV) traffic flow, focusing on scenarios where falsified velocity information is transmitted between vehicles. 
Using numerical simulations, we examine how overestimated and underestimated velocity messages affect traffic 
stability, safety, and road efficiency. The findings reveal that cyberattacks can lead to dangerous situations, such as 
reduced following distances and inefficient use of road capacity. However, the implementation of a Resilient Remote-

Control Strategy (RRCS) effectively mitigates these adverse effects, maintaining stable and safe traffic flow even under 
attack. The study underscores the importance of robust cybersecurity measures, like RRCS, in future CAV systems to 
ensure both operational safety and efficiency. These insights contribute to the ongoing development of resilient and 
secure CAV technologies, which are essential for the future of automated transportation networks. 
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I. INTRODUCTION 

 

The advent of Connected Automated Vehicles (CAVs) represents a transformative shift in the transportation industry, 
with the potential to significantly enhance road safety, reduce traffic congestion, and improve fuel efficiency. CAVs 
integrate advanced technologies such as vehicle-to-vehicle (V2V) and vehicle-to-infrastructure (V2I) communication, 
sophisticated sensors, and artificial intelligence (AI) to navigate roads autonomously while interacting with other 
vehicles and traffic systems. These interconnected systems allow CAVs to make real-time decisions based on a vast 
array of data, leading to smoother traffic flow, fewer accidents, and a more efficient use of road networks. However, the 
increasing connectivity and automation of vehicles also introduce new vulnerabilities to cyberattacks. As CAVs rely 
heavily on communication networks and onboard systems to operate safely and efficiently, they become prime targets 
for malicious actors seeking to disrupt transportation systems, compromise vehicle safety, or exploit personal data. 
 

At present, the global innovation trend is surging, and a new round of industrial transformation is poised to take place. 
Internet, mobile communication, big data, artificial intelligence, and other new technologies accelerate breakthroughs 
and continue to evolve, promoting the rapid development of mobile Internet and automated driving technology. 
Connected and automated vehicles which can realize “safe, efficient, comfortable and energy-saving” driving will also 
emerge as the times require. CAVs are expected to improve the characteristics of traditional traffic flow from the micro 
vehicle level, and then provide an effective way to solve the problems of traffic congestion, traffic efficiency, and traffic 
pollution. Scholars have also carried out some research to demonstrate the great potential benefits of CAVs [1–3]. 
However, with the help of diverse and advanced communication technology, the “intelligent” information exchange 
between vehicles and the surrounding environment/world is realized all the time. Therefore, such an open-access 
communication environment system increases the risk of vehicles being exposed to cyberattacks, which is an urgent 
and critical challenge to be solved [4]. 
 

The cybersecurity challenges posed by CAVs are multi-faceted and complex. Cyberattacks on CAVs can manifest in 
various forms, ranging from direct attacks on vehicle control systems, such as hijacking a vehicle’s steering or braking 
functions, to more insidious methods like spoofing GPS signals, jamming communication channels, or spreading 
malware through vehicular networks. These attacks can have catastrophic consequences, including traffic accidents, 
loss of life, and significant disruptions to public transportation and logistics networks. Moreover, the interconnectivity 
of CAVs means that a breach in one vehicle’s system could potentially propagate to others, leading to large-scale traffic 
disruptions and a cascading failure of transportation infrastructure. As such, ensuring the cybersecurity of CAVs is not 
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merely a technical challenge but a critical safety issue that requires comprehensive strategies for risk mitigation and 
impact analysis. 
 

In terms of efforts to reveal the impact of cyberattacks on traffic flow characteristics, Amir et al. [5] investigated the 
influence of mobile reactive jamming attacks on the stability of CACC platoon, and the results showed that this attack 
will reduce the stability of traffic flow system. Wang et al. [6] proposed an extended car-following model to describe 
connected traffic dynamics under cyberattacks, the results showed that the proposed model will help to avoid collision 
and reduce traffic congestion under the influence of cyberattacks. Li et al. [7] studied and evaluated the impact of slight 
cyberattacks on CAV longitudinal security through modeling and simulation. The results showed that the impact of 
communication location attacks is worse than that of speed attacks. In addition, the impact of cyberattacks in vehicle 
acceleration phase is more severe and dangerous than that in vehicle deceleration phase. Wang et al. [8] proposed a bi-
bi-layer architecture composed of both a vehicle layer and a cyber layer to explore the impact of cyberattacks on CAV 
platoon safety and efficiency. Dong et al. [9] proposed an evaluation framework to measure the impact of cyberattacks 
on traffic flow performance and analyzed and studied the impact from the aspects of attack intensity, attack range, and 
traffic demand through numerical simulation. Khattak et al. [10] used an infrastructure-based communication platform 
to discuss the impact of cyberattacks on the safety and stability of connected and automated vehicle platoons under lane 
changes. 
 

Addressing these cybersecurity threats necessitates a holistic approach that combines robust security measures with a 
deep understanding of the potential traffic impacts of cyberattacks. Mitigating the risks associated with CAV 
cyberattacks involves implementing multiple layers of defense, including encryption, authentication protocols, anomaly 
detection systems, and fail-safe mechanisms that can prevent or minimize the damage caused by an attack. However, it 
is equally important to analyze how such attacks might affect traffic patterns and safety on a broader scale. For 
instance, a cyberattack that causes a sudden stop or erratic behavior in a single CAV could trigger a chain reaction of 
collisions or traffic jams, particularly in densely populated urban areas. By conducting detailed traffic impact analyses, 
researchers and engineers can better understand these dynamics and develop strategies to enhance the resilience of CAV 
systems to cyber threats. 
 

Furthermore, in terms of countering the adverse impact of cyberattacks on traffic flow, Zhai et al. [11] designed a new 
continuous feedback controller based on lattice hydrodynamic model to suppress the impact of cyberattacks, and the 
effectiveness of the controller in dealing with cyberattacks and reducing traffic congestion were analyzed and verified 
by stability analysis and numerical simulation. Noei et al. [12] proposed a traffic microsimulation tool that can simulate 
conventional, automated, and connected and automated vehicles in a platoon under fault, failure, and cyberattack with 
optimized accuracy and simulation speed to maximize throughput and without compromising safety or string stability. 
Lyu et al. [13] designed a communication topology safety response system (CTSRS), and further combined with the 
distributed model predictive control (DMPC) to ensure the stability and security of the truck platoon even if the trucks 
suffer cyberattacks. Cheng et al. [14] proposes a novel intelligent driving model considering cyberattacks and 
heterogeneous vehicles and revealed that the traffic stability and safety under cyber-attacks can be enhanced through 
the high proportion of cars and the information accepted from cooperative vehicles ahead. In addition, some effective 
and robust control strategies that are not targeted at CAVs also need to be further studied and are worthy of being 
applied to deal with CAV cyberattacks [15,16], but we will not make a further detailed summary here. 
 

Improving the safety of CAVs in the face of cyber threats requires collaboration across various stakeholders, including 
vehicle manufacturers, cybersecurity experts, transportation authorities, and policymakers. This collaboration is 
essential for developing standardized security protocols, sharing threat intelligence, and creating regulatory frameworks 
that ensure the safe deployment of CAVs. As the adoption of CAVs continues to grow, so too does the need for rigorous 
testing and validation of both the vehicles and the communication networks on which they depend. Only through such 
comprehensive efforts can the full potential of CAVs be realized, ensuring that the benefits of connected and automated 
transportation are not overshadowed by the risks of cyberattacks. Ultimately, the goal is to create a resilient and secure 
transportation ecosystem where the safety and efficiency of CAVs can be fully leveraged for the benefit of society. 
 

II. REVIEW OF LITERATURE 

 

The body of literature on Connected Automated Vehicles (CAVs) has expanded significantly in recent years, reflecting 
the growing interest in the potential benefits and challenges associated with these technologies. A central theme within 
this body of work is the dual focus on enhancing the operational capabilities of CAVs while simultaneously addressing 
the emerging cybersecurity threats that accompany increased connectivity. Researchers have explored a wide array of 
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topics, including the technical architecture of CAVs, communication protocols, cybersecurity vulnerabilities, and the 
broader implications of these technologies on traffic safety and infrastructure. 
 

One critical area of research has been the development of communication protocols that enable reliable and secure 
vehicle-to-vehicle (V2V) and vehicle-to-infrastructure (V2I) interactions. Studies have highlighted the importance of 
robust communication standards, such as Dedicated Short-Range Communications (DSRC) and Cellular Vehicle-to-

Everything (C-V2X), which facilitate real-time data exchange between vehicles and traffic management systems. These 
protocols are essential for ensuring that CAVs can operate safely in dynamic traffic environments, where timely and 
accurate information is crucial for making decisions such as lane changes, speed adjustments, and collision avoidance. 
However, the literature also underscores the challenges associated with securing these communication channels from 
potential cyber threats. For instance, researchers have identified vulnerabilities in the DSRC and C-V2X protocols, 
such as the potential for signal jamming, data spoofing, and unauthorized access, which could be exploited by 
malicious actors to disrupt vehicle operations or compromise driver safety. 
 

Sliding Mode Control (SMC) is popular in control systems because it is robust, accurate, and relatively straightforward 
to implement. However, it comes with a challenge: the control gains need to be high enough to handle parametric 
uncertainties but low enough to avoid excessive chattering—a rapid oscillation that can degrade performance. Fine-

tuning these gains is essential for balancing robustness with smooth operation. [16] This paper introduces a new 
method that enhances traditional sliding mode control by incorporating fuzzy logic to optimize its performance. The 
approach involves designing a fuzzy system that generates the right coefficients for the sliding mode controller. This 
optimization aims to achieve the best performance with minimal control effort, avoiding the need for complex expert 
systems and ensuring that the control outputs remain within the limits of the actuators. 
 

Another significant focus of the literature is on the cybersecurity challenges specific to CAVs. The increasing 
complexity of CAV systems, which integrate multiple sensors, onboard computers, and external communication 
networks, has introduced numerous potential attack vectors. Scholars have explored various types of cyberattacks that 
could target CAVs, including attacks on the vehicle’s control systems, such as braking and steering, as well as attacks 
on communication networks that could disrupt the flow of information between vehicles. [17] The literature has 
documented real-world incidents and experimental demonstrations of such attacks, providing concrete evidence of the 
risks involved. For example, studies have shown that a coordinated cyberattack on a fleet of CAVs could lead to 
widespread traffic disruptions, accidents, and even loss of life. As a result, there is a growing consensus among 
researchers that cybersecurity must be a top priority in the design and deployment of CAV technologies. 
 

In response to these challenges, the literature has proposed various strategies for mitigating the risks associated with 
cyberattacks on CAVs. One common approach is the implementation of advanced encryption and authentication 
protocols to protect the integrity and confidentiality of data exchanged between vehicles and infrastructure. 
Additionally, researchers have emphasized the importance of developing intrusion detection systems (IDS) that can 
monitor CAV networks for signs of abnormal behavior or unauthorized access. These systems can serve as an early 
warning mechanism, allowing for timely intervention before an attack causes significant harm. The literature also 
suggests that fail-safe mechanisms should be integrated into CAV systems, enabling vehicles to enter a safe mode in the 
event of a detected cyber threat, thereby minimizing the risk of accidents or other adverse outcomes. 
 

Beyond the technical aspects of cybersecurity, the literature also addresses the broader implications of CAV 
cyberattacks on traffic safety and infrastructure. Several studies have employed simulation models to analyze the 
potential traffic impacts of various types of cyberattacks on CAVs. These models allow researchers to assess how 
attacks might propagate through a network of connected vehicles, leading to traffic congestion, accidents, or even 
large-scale disruptions of transportation systems [18]. The findings from these studies have highlighted the importance 
of resilient traffic management systems that can adapt to disruptions and mitigate the impact of cyberattacks on road 
networks. Moreover, the literature points to the need for a comprehensive regulatory framework that sets standards for 
CAV cybersecurity and ensures that manufacturers and operators adhere to best practices for safeguarding against cyber 
threats. 
 

The literature emphasizes the need for interdisciplinary collaboration in addressing the cybersecurity challenges 
associated with CAVs. Given the complexity of these systems and the potential consequences of cyberattacks, it is clear 
that no single discipline can tackle these issues in isolation. Instead, researchers argue for a collaborative approach that 
brings together experts in automotive engineering, cybersecurity, traffic management, and public policy. Such 
collaboration is crucial for developing holistic solutions that not only enhance the security of CAVs but also ensure that 
these technologies can be safely integrated into existing transportation systems. As the literature continues to evolve, it 
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is likely that new insights and strategies will emerge, further advancing our understanding of how to protect CAVs from 
cyber threats and ensure their safe operation on the roads. 
 

III. OBJECTIVE OF THE STUDY 

 

The objective of the study is to: 
1. Assess the impact of cyberattacks on mixed CAV traffic flow dynamics. 
2. Investigate the effects of overestimated and underestimated velocity messages on vehicle safety and traffic 

efficiency. 
3. Evaluate the effectiveness of the Resilient Remote-Control Strategy (RRCS) in mitigating the adverse effects of 

cyberattacks. 
 

IV. METHODOLOGY 

 

This study aims to assess the impact of cyberattacks on the dynamics of connected automated vehicles (CAVs) within a 
mixed traffic flow, focusing specifically on longitudinal car-following behavior. To achieve this, the research employs a 
simulation-based approach that integrates assumptions about vehicle behavior, cyberattack scenarios, and vehicle 
classification into a cohesive analytical framework. The methodology is structured around the simulation of CAV 
behavior under various cyberattack scenarios, the evaluation of traffic flow dynamics, and the comparison of these 
outcomes across different vehicle types. 
 

4.1 Simulation Model Development 
The first step in the methodology involves developing a simulation model that accurately represents a mixed CAV 
traffic flow. The model is based on the following assumptions: 
Vehicle Types: The traffic flow consists solely of different types of connected and automated vehicles (CAVs). Non-

connected or manually driven vehicles are excluded from the simulation to focus on the dynamics specific to CAVs.  
 

Behavioral Focus: The study considers only longitudinal car-following behavior, meaning that lane-changing and 
overtaking maneuvers are not included in the model. This simplification allows for a more focused analysis of how 
cyberattacks influence vehicle dynamics along a single lane. 
 

Cyberattack Exposure: It is assumed that cyberattacks can potentially target any vehicle within the CAV platoon. These 
attacks could disrupt the normal operation of the vehicles, thereby affecting traffic flow. 
 

Limited Sensory Input: Each vehicle in the simulation only has access to its own position and velocity data. Vehicles 
receive information from the preceding vehicle via a communication device, which acts as a remote sensor. No 
additional sensors, such as radar, cameras, or LiDAR, are included in the model. This setup highlights the critical role 
of communication in maintaining safe and efficient traffic flow in CAV systems. 
 

Neglected Delays: The model assumes that there are no delays in controller switching, actuator execution, or 
information transmission. This assumption simplifies the simulation and focuses on the immediate effects of 
cyberattacks on vehicle dynamics. 
 

A schematic diagram (Figure 1) illustrates the CAV mixed traffic flow, capturing the various vehicle types and 
communication interactions among them. 
 

4.2 Cyberattack Scenarios 

The study explores different types of cyberattacks that could affect the dynamics of CAVs, particularly in terms of 
vehicle position, velocity, and acceleration. These attack scenarios are adapted from Wang's classification and are 
summarized as follows: 
 

Position Attacks: These involve manipulating the vehicle's perceived position, potentially causing erroneous distance-

keeping or inappropriate reactions to other vehicles. 
 

Velocity Attacks: These attacks alter the vehicle's velocity data, leading to sudden accelerations or decelerations that 
could disrupt the flow of traffic. 
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Acceleration Attacks: In this scenario, the vehicle's acceleration or deceleration rates are manipulated, affecting the 
smoothness of the traffic flow and potentially leading to instability in the platoon. 
 

Each of these cyberattacks is simulated across the different vehicle types classified by their size (small, medium, large). 
The classification takes into account the assumption that larger vehicles require greater safety headways and have lower 
maximum acceleration, deceleration, and velocity capabilities. 
 

4.3 Simulation Execution 

The simulation is executed under various scenarios to evaluate how the introduction of cyberattacks affects the overall 
traffic flow and the behavior of individual vehicles. The focus is on the longitudinal dynamics of the CAV platoon, 
including parameters such as headway distance, velocity profiles, and platoon stability. By systematically varying the 
type of cyberattack and the characteristics of the vehicles involved, the simulation captures a wide range of potential 
outcomes. 
 

4.4 Data Analysis and Evaluation 

Once the simulations are completed, the resulting data is analyzed to assess the impact of cyberattacks on traffic flow. 
Key metrics include the stability of the CAV platoon, changes in traffic density, and the occurrence of any traffic 
disturbances or accidents. The results are then compared across different vehicle types to determine how size and 
dynamic capabilities influence the resilience of the traffic flow to cyberattacks. 
 

The analysis also considers the broader implications of these findings for CAV system design and cybersecurity 
measures. By identifying which types of vehicles and cyberattacks have the most significant impact on traffic flow, the 
study provides insights into how future CAV systems can be better protected against cyber threats, thereby enhancing 
overall traffic safety. 
 

V. RESULT AND DISCUSSION 

 

Table 1: Parameter values of different types of vehicles 

 

 

 

This section presents and analyzes the results of numerical simulations conducted to assess the impact of cyberattacks 
on mixed CAV traffic flow, specifically focusing on the effects of bogus velocity messages that either overestimate or 
underestimate the actual vehicle velocity. The simulations compare traffic flow dynamics both with and without the 
application of a Resilient Remote Control Strategy (RRCS), providing insights into the efficacy of RRCS in mitigating 
the adverse effects of cyberattacks. 
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Figure 3: Diagrams illustrating the evolution of mixed traffic flow under the influence of overestimated velocity 
messages, comparing scenarios with and without RRCS. 

 

5.1 Impact of Overestimated Velocity Messages 

In the first scenario, a cyberattack was simulated where the fourth vehicle in the CAV platoon transmitted 
overestimated velocity information (1.5 times the actual velocity) to the fifth vehicle between t = 40s and t = 60s. The 
analysis of traffic flow without the RRCS (Figures 3a–c) revealed that the fifth vehicle, receiving the falsified higher 
velocity data, continued to accelerate in an attempt to close the perceived gap with the vehicle in front. This 
acceleration increased the risk of a potential collision as the vehicle failed to maintain a safe following distance. 
However, after the cyberattack ended at t = 60s, the traffic flow gradually returned to a stable state, but not without 
having posed significant safety hazards during the attack period. 
 

When RRCS was applied (Figures 3d–f), the results demonstrated a marked improvement in the safety and stability of 
the CAV platoon under the same attack conditions. The fifth vehicle, despite receiving the overestimated velocity 
message, maintained a safe distance from the fourth vehicle, thereby mitigating the risk of collision. The evolution of 
velocity and headway under RRCS (Figure 3f) showed that the vehicles were able to maintain consistent inter-vehicle 
distances, even during the attack. This stability allowed the platoon to recover quickly once the cyberattack ceased, 
demonstrating that RRCS effectively enhances the resilience of CAV systems against overestimated velocity attacks. 
The ability of RRCS to maintain traffic stability and safety under these adverse conditions underscores its potential as a 
vital tool for CAV cybersecurity. 
 

5.2 Impact of Underestimated Velocity Messages 

In the second scenario, the cyberattack involved tampering with the fourth vehicle's velocity data to transmit a value 
that was only 40% of the actual velocity. This resulted in the fifth vehicle underestimating the speed of the vehicle 
ahead, leading to unnecessary deceleration between t = 40s and t = 60s. Without the RRCS (Figures 4a–c), the fifth 
vehicle's deceleration created a larger-than-necessary headway, which, while not immediately dangerous, represented 
an inefficient use of road space and contributed to potential traffic congestion. The increased spacing between vehicles 
could lead to a reduced road capacity and slower traffic flow, thus wasting valuable transportation resources. 
 

In contrast, the application of RRCS (Figures 4d–f) significantly mitigated the negative impact of the underestimated 
velocity attack. The fifth vehicle, despite receiving incorrect velocity data, was able to maintain a more appropriate 
speed and headway. The simulations showed that RRCS effectively reduced the fluctuations in velocity and minimized 
unnecessary increases in headway. This ensured that the platoon remained stable and that road resources were utilized 
more efficiently, even under attack. The ability of RRCS to counteract the effects of underestimated velocity messages 
further demonstrates its effectiveness in maintaining the operational integrity of CAV systems in the face of cyber 
threats. 
 

5.3 Comparative Analysis and Implications 

Comparing the effects of the two types of cyberattacks, it is evident that overestimating velocity poses a more 
immediate safety risk due to the potential for collisions, whereas underestimating velocity primarily affects traffic 
efficiency and road capacity. The results highlight the critical role of accurate velocity information in maintaining both 
the safety and efficiency of CAV operations. 
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The application of RRCS in both scenarios proved to be highly effective in mitigating the adverse effects of 
cyberattacks. By maintaining appropriate vehicle spacing and stability, RRCS not only enhances the safety of the CAV 
platoon but also optimizes traffic flow, ensuring that road resources are not wasted due to unnecessary decelerations or 
accelerations. 
 

These findings have important implications for the development and deployment of CAV systems. First, they 
emphasize the need for robust cybersecurity measures, such as RRCS, to protect CAV systems from potential 
cyberattacks that could compromise vehicle safety and traffic efficiency. Second, the results suggest that future CAV 
designs should incorporate mechanisms that can detect and counteract the effects of falsified velocity information, 
ensuring that vehicles can respond appropriately even when under attack. 
 

The numerical simulations demonstrate the significant impact that cyberattacks can have on mixed CAV traffic flow, 
particularly when vehicles are not equipped with protective measures like RRCS. The effectiveness of RRCS in 
maintaining traffic stability and safety under attack conditions highlights its potential as a critical component of future 
CAV systems, contributing to safer and more efficient road networks. 
 

VI. CONCLUSION 

 

The study provides a comprehensive analysis of the impact of cyberattacks on the dynamics of mixed Connected 
Automated Vehicle (CAV) traffic flow, with a particular focus on the effects of tampered velocity information. Through 
numerical simulations, the research has demonstrated that cyberattacks, such as overestimating or underestimating 
vehicle velocity, can significantly disrupt traffic flow and pose serious safety risks. These attacks can lead to dangerous 
situations, such as reduced following distances that increase the risk of collisions, or unnecessarily large headways that 
waste road capacity and hinder traffic efficiency. 
 

A key finding of this study is the effectiveness of the Resilient Remote Control Strategy (RRCS) in mitigating these 
adverse effects. The application of RRCS across different attack scenarios showed that it can maintain the stability of 
the CAV platoon, ensuring that vehicles adhere to safe and efficient operational parameters even when subjected to 
compromised data. The ability of RRCS to preserve traffic stability and safety underlines its potential as a vital 
cybersecurity measure for CAV systems. 
 

This research highlights the critical importance of robust cybersecurity frameworks in the future development and 
deployment of CAV technologies. As CAV systems become more prevalent, the threat of cyberattacks targeting vehicle 
dynamics will likely increase, necessitating the integration of effective defensive strategies like RRCS. Additionally, 
the study emphasizes the need for ongoing research to explore other potential vulnerabilities within CAV networks and 
develop comprehensive solutions to safeguard against a wide range of cyber threats. 
 

In conclusion, the findings of this study underscore the dual necessity of enhancing both the technological capabilities 
and the cybersecurity resilience of CAV systems to ensure the safe and efficient operation of future transportation 
networks. Implementing strategies like RRCS will be crucial in protecting CAVs from cyberattacks and in realizing the 
full potential of connected and automated transportation systems. 
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